This is the summary message from GE Healthcare (Sandra Palbiski, sandra.palbiski@gehealthcare.com)

Protocols/ports required for connection VIVID > EchoPAC:
-ping ICMP protocol (Server Check)

-port 2638 TCP (Device Check)

-SMB port 445 TCP (File Destination Check)

Enable Window SMB Client

On the Vivid: Config/Connectivity/Tpip — Save settings then reboot to update windows host file



Enable SMB Client on EchoPac Windows computer. This can be done by going to

Control Panel->Programs->Programs and Features-> Turn Windows on of off -> Uninstall or change
program -> Enable SMB1.0/CIFS File Sharing Support and everything below the folder.

Please see the settings below
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T~ [ » Control Panel » Programs » Programs and Features v O Search Programs and Features
Control Panel Home
ninstall or change a program>
View installed updates To uninstall a program, select it frem the list and then click Uninstall, Change, or Repair.

Organize ~

MName - Publisher Installed On  Size Version

@ Citrix Workspace 2311 Citrix Systems, Inc. 2/8/2024 328MB  23.11.1.140

[ DHTML Editing Component Micresoft Corporation g/22/2021 554KB  6£.02.0001
| . EchoPAC Software Only GE Healthcare 3/26/2024 1.14GB  203.95.0

& FileManager D Windows Features — [m] x 2000
| ﬁFileManager.lnstaHer 1.01.0000

€ Google Chrome Turn Windows features on or off @ | 15061286
| & Microsoft Edge 123.0.2420.65

To turn a feature on, select its check box. To tumn a feature off, clear its 123.0.2420.65

=M ft Edge WebView2 Runt
sl Microso ge freptiews funtime check box. A filled box means that only part of the feature is turned on.

@ Microsoft OneDrive 24.050.0310.0001
|| Microsoft Primary Interoperability Assemb Remate Differential Compression AP| Support & 9.0.21022
‘8’ Microsoft Surface 2.0 Runtime [ | Services for NFS 2.0.21114.00
[ Microsoft Update Health Tools s - . npiascho, daytime etc] 3.74.0.0
1% Microsoft Visual C++ 2012 Redistribu SME 1.0/CIFS File Sharing Supp?® 11.0.61030.0
1% Microsoft Visual C+ + 2013 Redistritf{tabld SME 1.0/CIFS Automatic Removal 12,0.40664.0
ﬁM\crnsnﬂVisual C++ 2015-2022 Red Mg 14.30.30704.0
8 Microsoft Visual C++ 2015-2022 Redistrib SME 1.0/CIFS Server 14.30.30704.0

Microsoft Windows Desktop Runtime - 6 £.0.20.32621
§N0t2p3d++ (64-bit x64) ’ Telnet Client .62
- X [1 | TFTP Client
8¢ Oracle VM VirtualBox 7.0.14 O | Virtual Machine Platform 7.0.14

“__  Currently installed program 11| Windows Hynervisor Platform e

Cancel

['] 34 programs installed




Enable ICMPv4 protocal as follows:

Windows Defender Firewall with Advaced Security ->->Advacned Settings-> Inbound Rules -> Enable File
and Printer Sharing (Echo Reuest — ICMPv4-in) and File Printer Sharing (Echo Reuest — ICMPv4-in)

ﬂ Windows Defender Firewall with Advanced Security — O e
File Action View Help
e 2@ =]

ﬂ Windows Defender Firewall wit!) BEUETNS LT B Actions

&3 Inbound Rules

Qutbound Rules Name Group - l"h"-'und Rules -
2-,__ Connection Security Rules ¥ Core Networking - Parameter Problem (ICMPvE-In) Core Metwce @l MNew Rule..
"'g Monitoring 1 Core Networking - Router Advertisement (ICMPv6-In) Core Metwc T Filter by Profile N
@ Core Networking - Router Solicitation (ICMPv6-In) Core Metwc
@ Core MNetworking - Teredo (UDP-In) Core Metwc W Filter by State 4
@ Core Networking - Time Exceeded (ICMPv6-In) Core Metwc T Filter by Group 4
Core Metwerking Diagnostics - ICMP Echo Request (ICMPvd-In) Core Metwc View »
Core Metworking Diagnostics - ICMP Echo Request (ICWMPvd-1n) Core Metwc S Refresh
Core Metwerking Diagnostics - ICMP Echo Request (ICMPB-1n) Core Metwc =
Core Metwerking Diagnostics - ICMP Echo Request (ICMPvE-In) Core Metwc |5 ExportList..
@ Delivery Optimization (TCP-In) Delivery Op Help
& Delivery Optimization (UDP-In) Delivery Op
& DIAL protocal server (HTTP-In) DIAL protoc File and Printer Sharing (Echo Request - ICMPv4-In) -~
¥ DAL protocol server (HTTP-1n) DIAL protoc # Disable Rule
Distributed Transaction Coordinater (RPC) Distributed *v Cut
Distributed Tranzaction Coordinator (RPC) Distributed -
Distributed Transaction Coordinator (RPC-EPMAP) Distributed || = C°PY
Distributed Transaction Coordinator (RPC-EPMAP) Distributed || % Delete
Distributed Transaction Coordinator (TCP-In) Distributed G Properties
Dt ik e . T Distributed Help
File and Printer Sharing (Echo Request - [ICMPvd-In)

File and Prir
File and Pri

ICMPvd-In)

File and Printer Sharing (Echo Request -

iy (O & = —— File and Prir

File and Printer Sharing (Echo Request - ICMPvE-In) File and Prir

@ File and Printer Sharing (Echo Request - ICMPv6-In) File and Prir

File and Printer Sharing (LLMNR-UDP-In) File and Prir

@ File and Printer Sharing (LLMMNR-UDP-In) File and Prir

File and Printer Sharing (NB-Datagram-In) File and Prir

@ File and Printer Sharing (NB-Datagram-In) File and Prir

File and Printer Sharing (NB-Datagram-In) File and Prir

File and Printer Sharing (NB-MName-In] File and Prir

0 File and Printer Sharing (NB-Name-In) File and Prir
File and Printer Sharing (NB-Name-In] File and Prir »
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Enable SMB as follows:

Windows Defender Firewall with Advaced Security -> ->Advacned Settings ->Inbound Rules -> File and
Printer Sharing (NB-Session-in), File and Printer Sharing (SMB-in)

@ Windows Defender Firewall with Advanced Security - ]
File Action View Help
e nmE =)

@ Windows Defender Firewall witl] ST L Actions

&3 Inbound Rules

Outbound Rules Name Group " ?nbound Rules
¥ Connection Security Rules 9 Delivery Optimization (TCP-In) Delivery Op &l NewRule..
Bl Monitoring @ Delivery Optimization (UDP-In) Delivery Op T Filter by Profile
9 DIAL protocol server (HTTP-In) DIAL protoc
Goal protocel server (HTTP-In) DIAL protoc W Filter by State
Distributed Transaction Coordinator (RPC) Distributed ST Filter by Group
Distributed Transaction Coordinator (RPC) Distributed View
Distributed Transaction Coordinator (RPC-EPMAP) Distributed
- - ’ - @ Refresh
Distributed Tranzaction Coordinator (RPC-EPMAP) Distributed
Distributed Transaction Coordinator (TCP-In) Distributed |z Export List...
Distributed Transaction Coordinator (TCP-In) Distributed Help
i File and Printer Sharing (Echo Request - ICMPvd-In) File and Prir
1 File and Printer Sharing (Echo Request - ICMPyd-In) File and prir || File and Printer Sharing (SMB-In)
File and Printer Sharing (Echo Request - [CMPvé-In) File and Prir ¥ Disable Rule
File and Printer Sharing (Echo Request - [CMPvé-In) File and Prir *f Cut
& File and Printer Sharing (Echo Request - ICMPv6-In) File and Prir .
File and Printer Sharing (LLMNR-UDP-In) Fileand prir || = COPY
U Fileand Printer Sharing (LLMMNR-UDP-In) File and Prir x Delete
File and Printer Sharing (MB-Datagram-In) File and Prir B Properties
8 File and Printer Sharing (NB-Datagram-In) File and Prir Help
File and Printer Sharing (NB-Datagram-In) File and Prir
File and Printer Sharing (MB-Nare-In) File and Prir
@ File and Printer Sharing (NB-MName-In) File and Prir
File and Printer Sharing (MB-Narne-In) File and Prir
File and Printer Sharing (MB-Session-In) File and Prir
il i S — - File and Prir
% File and Printer Sharing (MB-5ession-In) File and Prir
[ 3File and Printer Sharing (SMB-In) sile and Pri
maid File and Printer Sharing (SMB-In) File and Prit
File and Prir
File and Printer Sharing (Spooler Service - RPC) File and Prir
9 File and Printer Sharing (Spooler Service - RPC) File and Prir
File and Printer Sharing (Spooler Service - RPC-EPMAP) File and Prir »
< > € >
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Open TCP Port 2638 for Sybase database:

Windows Defender Firewall with Advaced Security ->Advacned Settings-> Inbound Rules ->

File Action View Help
e 75 =

& Windows Defender Firewall witl
&3 Inbound Rules
Outbound Rules
-5.!: Connection Security Rules
l:, Menitoring

@& Windows Defender Firewall with Advanced Security

Inbound Rules

Mame

Echoleader MFC Application
Echoleoader MFC Application
securelinkgc.exe

- JTCP 2636
@FirewallArLLg
@Firewall4P1.dll,-80206
Allloyn Router (TCP-In)
AllJoyn Router (UDP-In)

BranchCache Content Retrieval (HTTP-In)

BranchCache Peer Discovery (W5D-In)

Cast to Device 55DP Discovery (UDP-In)

Cast to Device UPnP Events (TCP-In)

Connected Devices Platform (TCP-In)
Connected Devices Platform (UDP-In)

<

BranchCache Hosted Cache Server (HTTP...

Cast to Device functionality (qWave-TCP...
Cast to Device functionality (qWave-UDP...

Cast to Device streaming server (HTTP-5t...
Cast to Device streaming server (HTTP-5t..,
Cast to Device streaming server (HTTP-5t...
Cast to Device streaming server (RTCP-5Str...
Cast to Device streaming server (RTCP-5tr..,
Cast to Device streaming server (RTCP-5tr...
Cast to Device streaming server (RTSP-5tr...
Cast to Device streaming server (RTSP-5tr...
Cast to Device streaming server (RTSP-5tr...

Connected Devices Platform - Wi-Fi Dire..,

Core Metwaorking - Destination Unreacha...
Core Metworking - Destination Unreacha...
Core Metworking - Dynamic Host Cenfig...
Core Metwarking - Dynamic Host Config..,

=

Group

@FirewallAP1.dIl, -80200
@FirewallAP1.dll -80200
Allloyn Reuter
AllJoyn Router

BranchCache - Content Retr...
BranchCache - Hosted Cach...
BranchiCache - Peer Discove...

Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Connected Devices Platform
Connected Devices Platform
Connected Devices Platform
Core Metworking

Core Networking

Core Metworking

Core Metworking

Profile
Private
Private
Private
Private

All
All

Domai..
Domai...

All
All
All

Private...

Private..,

Public
Public
Domain
Private
Public
Domain
Private
Domain
Private
Public
Public
Public

Domai...
Domai...

All
All
All
All

Actions

“ || Inbound Rules
Mew Rule...
Filter by Profile
Filter by State

4 <<E

Filter by Group
View

Refresh

Export List...

Help

S

TCP 2638 Sybase
Disable Rule
Cut

Copy
Delete

Properties

B @ X 7 = *

Help




Below are Vivid settings after the Echo Transfer has been validated:

CONNECTIVITY

Dataflow Additional Outputs | Tools

nats t Tcpip

e
Dataflow

Name Remote Archive - Remote HD

Direct search All patients

Available input/ouputs

Selected devices

¢lﬂ Inputs

W Remote Database

I ﬂl Qutputs

‘ Properti W i ﬂen‘n*‘: Database

Check

Repeats:

Imaging Meas/Text |

Report Connectivityi’ System | About |

Admin | Service




Dataflow

Imaging

Additional QOut

Meas/Text

Report

Information - Check status
server Check (Ping): 1 of 1 OK
Device Check: 1 of 1 OK

File Destination Check: 1 of 1 OK

Ch \:k

Connectivity System About Admin

Service




Dataflow Additional Database properties

Name Rg
| na station
rch Al -

Db name ECHOPAC-DE

|
Available input/oup HOPAC ( Flemovable
| o

Raw H:@mpr, v| Allow Mulbframe

Max Framerate 3 Compre ]:l‘ Quality % 90

Fetiy

Maxtt 2 |
Interval 1»‘ 5] Timeout

[ Cancel ‘

| | “ S

| Admin Service

| Imaging ‘ Meas/Text | Report ‘Corj“n‘e‘bc_l‘n-vmf:‘ system || About

zE P




Jataflow  Additional O tputs

Information - Check status

@ Server Check (Ping): 1 of 1 OK

Device Check: 1 of 1 OK

File Destination Check: 1 of 1 OK

Ch k:k

Imaging Meas/Text Report Connectivity System About Admin Service




